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Learn to set up, defend, and attack computer networks. This book focuses on networks and real attacks,
offers extensive coverage of offensive and defensive techniques, and is supported by a rich collection of
exercises and resources.

You'll learn how to configure your network from the ground up, starting by setting up your virtual test
environment with basics like DNS and active directory, through common network services, and ending with
complex web applications involving web servers and backend databases.

Key defensive techniques are integrated throughout the exposition. You will develop situational awareness
of your network and will build a complete defensive infrastructure—including log servers, network firewalls,
web application firewalls, and intrusion detection systems.

Of course, you cannot truly understand how to defend a network if you do not know how to attack it, so you
will attack your test systems in a variety of ways beginning with elementary attacks against browsers through
privilege escalation to a domain administrator, or attacks against simple network servers through the
compromise of a defended e-commerce site.

The author, who has coached his university’s cyber defense team three times to the finals of the National
Collegiate Cyber Defense Competition, provides a practical, hands-on approach to cyber security.

What you’ll learn

How to securely set up a complete network, from its infrastructure through web applications●

How to integrate defensive technologies such as firewalls and intrusion detection systems into your●

network
How to attack your network with tools like Kali Linux, Metasploit, and Burp Suite●

How to gain situational awareness on your network to detect and prevent such attacks●

Who this book is for

This book is for beginning and intermediate professionals in cyber security who want to learn more about
building, defending, and attacking computer networks. It is also suitable for use as a textbook and
supplementary text for hands-on courses in cyber operations at the undergraduate and graduate level.
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From reader reviews:

Kim Bogdan:

The book Cyber Operations: Building, Defending, and Attacking Modern Computer Networks make you feel
enjoy for your spare time. You may use to make your capable much more increase. Book can to be your best
friend when you getting tension or having big problem with your subject. If you can make looking at a book
Cyber Operations: Building, Defending, and Attacking Modern Computer Networks to be your habit, you
can get far more advantages, like add your own personal capable, increase your knowledge about a number
of or all subjects. You can know everything if you like wide open and read a publication Cyber Operations:
Building, Defending, and Attacking Modern Computer Networks. Kinds of book are a lot of. It means that,
science guide or encyclopedia or other folks. So , how do you think about this reserve?

Brian Roberts:

The book Cyber Operations: Building, Defending, and Attacking Modern Computer Networks can give more
knowledge and information about everything you want. So just why must we leave the great thing like a
book Cyber Operations: Building, Defending, and Attacking Modern Computer Networks? Several of you
have a different opinion about publication. But one aim that book can give many details for us. It is
absolutely suitable. Right now, try to closer along with your book. Knowledge or data that you take for that,
you are able to give for each other; it is possible to share all of these. Book Cyber Operations: Building,
Defending, and Attacking Modern Computer Networks has simple shape nevertheless, you know: it has great
and big function for you. You can search the enormous world by start and read a guide. So it is very
wonderful.

Stacie Logan:

Precisely why? Because this Cyber Operations: Building, Defending, and Attacking Modern Computer
Networks is an unordinary book that the inside of the e-book waiting for you to snap the item but latter it will
surprise you with the secret this inside. Reading this book next to it was fantastic author who also write the
book in such awesome way makes the content inside of easier to understand, entertaining means but still
convey the meaning fully. So , it is good for you for not hesitating having this ever again or you going to
regret it. This book will give you a lot of positive aspects than the other book have got such as help
improving your ability and your critical thinking technique. So , still want to hesitate having that book? If I
have been you I will go to the publication store hurriedly.

Clarissa Holland:

Beside this specific Cyber Operations: Building, Defending, and Attacking Modern Computer Networks in
your phone, it can give you a way to get closer to the new knowledge or information. The information and
the knowledge you may got here is fresh in the oven so don't always be worry if you feel like an older people
live in narrow commune. It is good thing to have Cyber Operations: Building, Defending, and Attacking



Modern Computer Networks because this book offers for you readable information. Do you occasionally
have book but you don't get what it's all about. Oh come on, that wil happen if you have this in your hand.
The Enjoyable agreement here cannot be questionable, including treasuring beautiful island. So do you still
want to miss that? Find this book as well as read it from now!
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